
U.S. Privacy Policy 

Last updated: August 2023 

SysProTM (also referred to herein as “we” or “us”) is a brand of products marketed and sold exclusively to 
U.S. consumers by MacDermid, Inc. This Privacy Policy (the “Policy”) details how MacDermid, Inc. 
processes personal data received about consumers (referred to herein as “you”) in connecLon with your 
use of www.sysproproducts.com (the “Site”) and your rights and obligaLons in relaLon to your personal 
data. This Policy only governs personal data processed and collected for the Site, and does not cover any 
other MacDermid, Inc. websites, digital properLes, products, services, or other privacy pracLces 
unaffiliated with this website and communicaLons about this website. 

SysPro considers privacy to be fundamental to our relaLonship with consumers.  

This Policy also describes the measures we take to protect the confidenLality, integrity, and security of 
your personal data, our purposes for collecLng such informaLon, your rights regarding your personal 
data and the way to contact SysPro to exercise those rights. It also describes when we may disclose that 
informaLon to affiliates and non-affiliated third parLes.  

This Policy and the policies described herein are subject to change at any Lme. If we make changes to 
this Policy, we will update the date it was last changed. 

Children under the Age of 16  

Neither our website (the “Site”) nor any of the services we offer are intended for children under 16 years 
of age. No one under age 16 may provide any personal data to or on the Site. We do not knowingly 
collect personal data from children under 16. If you are under 16, do not use this Site. If we learn we 
have collected or received personal data from a child under 16 without parental consent, we will delete 
that informaLon. 

Collec:on of Informa:on 

Depending on your relaLonship with us, we may collect and process data:  

• By which you may be personally idenLfied, such as name, postal address, e-mail address, 
telephone number, or any other informaLon the Site collects or you submit to us that is defined 
as personal informaLon or personally idenLfiable informaLon under an applicable law or any 
other idenLfier by which you may be contacted online or offline (“personal data”);  

• About your Internet connecLon, the equipment you use to access our Site, and usage details. 

We may collect this informaLon: 

• Directly from you when you provide it to us; 

• AutomaLcally as you navigate through the Site. InformaLon collected automaLcally may include 
usage details, IP addresses, and informaLon collected through cookies, web beacons, and other 
tracking technologies. 
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We do not intenLonally collect or process any sensi:ve personal data as that term is defined under any 
applicable state privacy law.  

Reten:on of Informa:on 

Your personal data will be retained only for as long as the informaLon is needed to fulfill the purposes 
for which it is collected and processed. SysPro reserves the right to retain and use personal data for as 
long as necessary to comply with our legal and regulatory obligaLons and business requirements and/or 
to resolve any ongoing disputes and enforce our agreements. For the avoidance of doubt, data will not 
be destroyed before any regulatory retenLon period expires, or during a pending invesLgaLon, whether 
legal or regulatory. 

To support us in managing how long we hold personal data and our record management, we maintain a 
data retenLon policy which includes clear guidelines on retenLon and deleLon. 

We consider the following criteria when determining how long a parLcular record will be retained, 
including any personal data contained in that record: 

• How long the record is needed to provide you with the products and services you request 
• How long the record is needed to support and enhance our operaLonal processes 
• How long the record is needed to protect our rights and legal interests 
• How long the record must be retained to comply with applicable laws and regulaLons 

The same personal data about you may be included in more than one record and used for more than one 
purpose, each of which may be subject to different retenLon periods based on the factors listed above. 

Disclosure of Informa:on to Third Par:es  

We only disclose personal data in accordance with our Policy described herein and as permiaed or 
required by applicable law.   

We may disclose personal data to third parLes under one or more of the following circumstances:  

• To our subsidiaries and affiliates. We may disclose personal data to our affiliates in order to fulfill 
your requests or to provide you with informaLon about other products and services that may be 
of interest to you. 

• To contractors, service providers, and other third parLes we use to support our business and 
who are bound by contractual obligaLons to keep personal data confidenLal and use it only for 
the purposes for which we disclose it to them. 

• To a buyer or other successor in the event of a merger, divesLture, restructuring, reorganizaLon, 
dissoluLon, or other sale or transfer of some or all of SysPro’s assets, whether as a going concern 
or as part of bankruptcy, liquidaLon, or similar proceeding, in which personal data held by 
SysPro about our Site users is among the assets transferred. 

• To fulfill the purpose for which you provide it. 
• For any other purpose disclosed by us when you provide the informaLon. 
• With your consent. 
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We may also disclose your personal data: 
• To comply with any court order, law, or legal process, including a response for a government or 

regulatory request. 
• To enforce or apply our terms of use and other agreements, including for billing and collecLon 

purposes. 
• If we believe disclosure is necessary or appropriate to protect the rights, property, or safety of 

our customers, or others. (This includes exchanging informaLon with other companies and 
organizaLons for the purposes of fraud protecLon.) 

We do not sell your personal data or share your personal data for “cross-contextual behavioral 
adverLsing,” as those terms are defined under state privacy laws.  

No:ce for Overseas Users  

All of your personal data will be accessible from the United States and may be transferred within SysPro 
in order to present you the Site and offer you our products and services.  

Protec:on of Informa:on 

We maintain physical, electronic, and procedural safeguards designed to protect your personal data.  We 
use reasonable best efforts to require that any person or insLtuLon to which we disclose personal data 
will protect the confidenLality of that informaLon and use the informaLon only for the purposes for 
which we disclose the informaLon to them. In addiLon, we restrict access to nonpublic personal data to 
those employees who need to know that informaLon in the course of their job responsibiliLes.   

Unfortunately, the transmission of informaLon via the internet is never completely secure. Although we 
try to protect your personal data, we cannot guarantee the security of your personal data shared with us 
via our Site or via email.  

Addi:onal Informa:on for the Residents of California and Certain U.S. States  

This secLon is meant to provide supplemental or specific informaLon for consumers that reside in states 
with comprehensive privacy laws that require addiLonal disclosures to their residents.  

Collec:on of Informa:on 

The personal data we collect about you includes data within the categories below. The categories listed 
below are defined by California law and represent the categories of personal data that we have collected 
about you. These categories, however, also cover the types of personal data we collect from residents of 
other states, depending our relaLonship and interacLons with that parLcular individual. Where we 
collect this data, the purposes for which we process it, and how we have disclosed personal data to third 
parLes in the past 12 months are consistent with how we treat other data under this Policy as described 
above. We do not necessarily collect all data listed in a parLcular category, nor do we collect all 
categories of data for all individuals. Please note that if you voluntarily provide addiLonal informaLon to 
us via email, those categories of data may not be captured in this chart. This chart only covers 
informaLon we intenLonally collect. 

We have also disclosed data in each of the following categories with our affiliates and service providers 
for our business purposes within the last 12 months. We may receive requests for data from regulatory 
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authoriLes, our auditors and/or our legal advisors. If requested from such parLes, we would disclose 
your personal data as appropriate. 

We do not sell your personal data or share your personal data for “cross-contextual behavioral 
adverLsing,” as those terms are defined under California or other state comprehensive privacy laws. 

Category of Personal Data Source of Personal Data Purpose of Processing

Personal iden:fiers such as a 
real name, alias, postal address, 
unique personal idenLfier, 
online idenLfier Internet 
Protocol address, email address, 
account name, social security 
number, driver’s license number, 
passport number, or other 
similar idenLfiers.

This informaLon is collected 
directly from you or our service 
providers. 
This informaLon may also be 
collected automaLcally through 
our Site via cookies or similar 
technologies. 

We process this informaLon in 
order to respond to you and 
provide you the informaLon you 
requested.  
This informaLon is also used for 
markeLng purposes, including 
offering you opportuniLes or 
services that may interest you 
through both direct and 
business partner markeLng.  
We collect IP address 
informaLon via cookies on out 
Site to enable us to ensure our 
website funcLons appropriately 
and to monitor and improve 
user experiences on our Site. 
This informaLon is collected and 
processed via cookies and 
similar technologies. You can 
control your cookie seengs 
here. 
This informaLon is also 
processed in order to help 
detect security incidents, 
protect against malicious, 
decepLve, fraudulent, or illegal 
acLvity, and for compliance 
management. 
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Internet or other electronic 
network ac:vity informa:on, 
including, but not limited to, 
browsing history, search history, 
and informaLon regarding a 
consumer’s interacLon with an 
Internet Web site, applicaLon, or 
adverLsement.

This informaLon is collected 
directly from you, typically 
through the use of cookies and 
similar technologies.

This informaLon is processed in 
order to enable us to ensure our 
website funcLons appropriately 
and to monitor and improve 
user experiences on our Site. 
This informaLon is collected and 
processed via cookies and 
similar technologies. You can 
control your cookie seengs 
here. 
It is also processed in order to 
help detect security incidents, 
protect against malicious, 
decepLve, fraudulent, or illegal 
acLvity, and for compliance 
management. 
This informaLon is also used for 
markeLng purposes, including 
offering you opportuniLes or 
services that may interest you 
through both direct and 
business partner markeLng.

Geoloca:on data. This informaLon is collected 
directly from you, typically 
through the use of cookies and 
similar technologies. 

This informaLon is processed in 
order to administer your 
relaLonship with us, including 
meeLng our legal and 
compliance obligaLons and 
pursuing the efficient 
management of our business. 
It is also processed in order to 
help detect security incidents, 
protect against malicious, 
decepLve, fraudulent, or illegal 
acLvity, and for compliance 
management. 
This informaLon is also used for 
markeLng purposes, including 
offering you opportuniLes or 
services that may interest you 
through both direct and 
business partner markeLng.
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We do not process any of your sensi:ve personal data as that term is defined under California or other 
state comprehensive privacy laws.  

Consumer Privacy Rights 

Depending on your jurisdicLon, subject to certain excepLons as set forth by law, you may have the 
following rights with respect to personal data about you: 

A. Right of access/Right to know – You may be enLtled to request that we tell you the specific 
pieces of personal data we have collected about you, the categories of sources from which the 
informaLon was collected, the purposes of collecLng the informaLon, the categories of third 
parLes we have disclosed the informaLon to, and the categories of personal data that have been 

Audio, electronic, visual, 
thermal, olfactory, or similar 
informa:on (e.g., recorded 
phone calls with our customer 
service representaLves)

This informaLon is collected 
directly from you or our service 
providers.

This informaLon is processed in 
order to administer your 
relaLonship with us, including 
meeLng our legal and 
compliance obligaLons and 
pursuing the efficient 
management of our business. 
For example, if you call the toll-
free number provided below to 
exercise your rights, that phone 
call may be recorded to enable 
us to monitor the performance 
and compliance of our customer 
service representaLves. 
It is also processed in order to 
help detect security incidents, 
protect against malicious, 
decepLve, fraudulent, or illegal 
acLvity, and for compliance 
management.

Inferences drawn from any of 
the informaLon idenLfied in this 
secLon to create a profile about 
a consumer reflecLng the 
consumer’s preferences, 
characterisLcs, psychological 
trends, preferences, 
predisposiLons, behavior, 
aetudes, intelligence, abiliLes, 
and apLtudes

This informaLon is processed in 
order to administer your 
relaLonship with us, including 
meeLng our legal and 
compliance obligaLons, 
pursuing the efficient 
management of our business, 
and providing you with benefits 
and services, as applicable. 
This informaLon is also used for 
markeLng purposes, including 
offering you opportuniLes or 
services that may interest you 
through both direct and 
business partner markeLng.
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disclosed to third parLes for a business purpose. Before providing any of this informaLon, we 
must be able to verify your idenLty. 

B. Right of data portability – In some instances, you may have the right to receive the informaLon 
about you in a portable and readily usable format.  

C. Right to have personal data erased – Subject to certain condiLons, you may be enLtled to 
request that we delete personal data about you. We will not delete personal data about you 
when the informaLon is required to fulfill a legal obligaLon, is necessary to exercise or defend 
legal claims, or where we are required or permiaed to retain the informaLon by law.  

D. Right to correct – To the extent the personal data about you that we maintain is incorrect, you 
may be enLtled to request that we correct that inaccurate personal data. 

E. Right to appeal – In the event we fail to respond to your request within the Lmeline specified 
below, or we deny your request, you have the right to appeal that decision.  

If you chose to exercise any of these rights, we will not discriminate against you on the basis of choosing 
to exercise your privacy rights.  

VerificaLon of your request 

Before providing you with the above rights, we must be able to verify your idenLty. In order to verify 
your idenLty, you will need submit informaLon about yourself, including, to the extent applicable, 
providing your account login credenLals or other account informaLon, answers to security quesLons, 
your name, government idenLficaLon number we already have on file, date of birth, contact 
informaLon, or other personal idenLfying informaLon. We will match this informaLon against 
informaLon we have previously collected about you to verify your idenLty and your request. To the 
extent you maintain an account with us, we will require you to login to that account as part of submieng 
your request. If we are unable to verify your idenLty as part of your request, we will not be able to 
saLsfy your request. We are not obligated to collect addiLonal informaLon in order to enable you to 
verify your idenLty. For deleLon requests, you will be required to submit a verifiable request for deleLon 
and then to confirm separately that you want personal data about you deleted. 

If you would like to appoint an authorized agent to make a request on your behalf, we require you to 
verify your idenLty with us directly before we provide any requested informaLon to your approved 
agent. AlternaLvely, your authorized agent may provide evidence of having power of aaorney or acLng 
as a conservator for you. Note that we may require you to verify your idenLty with us directly before we 
provide any requested informaLon to your authorized agent unless your authorized agent has power of 
aaorney or acts as a conservator, in which case we will not contact you directly. We may also request 
that any authorized agents verify their idenLty and may reach out to you directly to confirm that you 
have provided the agent with your permission to submit the request on your behalf.  

How to make your request 

Consumers may be enLtled to make up to two requests per calendar year, free of charge. You will be 
charged a fee for subsequent requests exceeding this limit. Under applicable privacy law, and for the 
protecLon of your personal data, we may be limited in what personal data we can disclose. 
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In your request, please aaest to your state of residency and provide a current address for your response. 
You may request this informaLon in wriLng by contacLng us at support@sysproducts.com or calling our 
toll-free number at 1-888-411-1652. Requests to appeal previously submiaed consumer rights requests 
can be submiaed in the same way. Please indicate in your request that you are submieng an appeal 
request.  

We will maintain a record of your privacy rights requests for at least 2 years. This informaLon will not be 
used for any other purpose except to review compliance processes; it will not be shared except as 
necessary to comply with a legal obligaLon. 

When can you expect to hear from us 

We will confirm receipt of your request within 10 business days and provide informaLon about how we 
will process the request, including the verificaLon process and expected response Lme. Please allow up 
to forty-five (45) days for a response, from the day the request is received. We may require an addiLonal 
forty-five (45) calendar day extension.  

If you submit a request to appeal any decision we have made with regard to prior consumer rights 
request you submiaed, we will respond to that appeal within sixty (60) days and inform you of any 
acLon taken or not taken in response to the appeal, including a wriaen explanaLon of the reasons for 
the decisions. If we deny your request we will also provide you with instrucLons on how you may contact 
your state Aaorney General to submit a complaint.  

Choices About How We Use and Disclose Your Informa:on 

We strive to provide you with choices regarding the personal data you provide to us. We have created 
mechanisms to provide you with the following control over your informaLon: 

• Tracking Technologies and AdverLsing. You can set your browser to refuse all or some browser 
cookies, or to alert you when cookies are being sent. To learn how you can manage your cookie 
seengs, visit the seengs opLon on your browser. If you disable or refuse cookies, please note 
that some parts of this site may then be inaccessible or not funcLon properly. 

We do not control third parLes’ collecLon or use of your informaLon to serve interest-based adverLsing. 
However these third parLes may provide you with ways to choose not to have your informaLon 
collected or used in this way. You can opt out of receiving targeted ads from members of the Network 
AdverLsing IniLaLve (“NAI”) on the NAI’s website. 

Contac:ng SysPro 
This Policy may be amended from Lme to Lme, at our discreLon. The most up to date version of this 
Policy will be posted on our Site with the date the Policy was last updated indicated. Consumers may 
contact SysPro in order to exercise any of their rights set forth in this Policy by calling us at 
1-888-411-1652 or by emailing support@sysproproducts.com. 

You may also write to us at: 

245 Freight St, Waterbury, CT 06072

-  - 8
48984994.1

mailto:support@sysproducts.com
mailto:support@sysproproducts.com

